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UPSC ftrascl ad o ugst (Previous Year Questions):

Question Marks

What are the different elements of cyber security? Keeping in view the | 15 Marks
challenges in cyber security examine the extent to which India has

successfully developed a comprehensive National Cyber Security

Strategy.

ATSSR Y2811 D fAfdool dvd a=1 & ? AR Y2811 Dbl Joilfcreil DX

&1ol 31 321 88 Adtist HifSte fob 81 of fdb1 86 o v

SRIUD AR AT A8 Wohifer Aberagd bR o 3

Keeping in view India’s internal security, analyses the impact of 10 Marks
cross-border cyber-attacks. Also discuss defensive measures against

these sophisticated attacks.

1R b 3ol ARSI DI &Alol I XA U, AHA-UR A Slol

Il ATSER BACIL D UHIA DI [eesnuT HifsTe] Al &, sol

€ _c

uf¥tpd seIcil & [da.g 28iIceId Iuril &bt aai bifsel

Discuss different types of Cyber crimes and measures required to be 10 Marks
taken to fight the menace.

ATSER 3MURIE b [dfdool UDRI 3117 $3 312 A cISol b AAD

3urli < fddret Hifse

What is the CyberDome Project? Explain how it can be useful in 10 Marks
controlling internet crimes in India.
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3IURIEN DI fORIBIA Dol 3 A DA UDIR IURIIGH Bl ADdI 3

Data security has assumed significant importance in the digitized 15 Marks
world due to rising cyber crimes. The Justice B.N. Srikrishna

Committee Report addresses issues related to data security. What, in

your view, are the strengths and weaknesses of the Report relating to

protection of personal data in cyber space?
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Discuss the potential threats of Cyber attack and the security 10 Marks
framework to prevent it.
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Considering the threats cyberspace poses for the country, India needs
a “Digital Armed Forces” to prevent crimes. Critically evaluate the
National Cyber Security Policy, 2013 outlining the challenges
perceived in its effective implementation.

fdarR o2 g o5 ArseaR FUA G9I b fo1e AT U D18,
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Discuss the advantages and security implications of cloud hosting of
servers vis-a-vis in-house machine-based hosting for government
businesses.

Iaizerer doflol-aimentya s1f3cs1 b ciril sl s forfadrelt
Uz Tt bifu)

Cyber warfare is considered by some defense analysts to be a larger

threat than even Al Qaeda or terrorism. What do you understand by
Cyber warfare? Outline the cyber threats which India is vulnerable to

and bring out the state of the country’s preparedness to deal with the
same. P& 28I [A°HUD scIacIiord] AR ARIH GRI LG DI

SICTDRIGT 3R A Ars A ol a5T JART ATolcd 3 3MU
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What is digital signature? What does its authentication mean? Giver
various salient built in features of a digital signature.
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What are social networking sites and what security implications do
these sites present?

“JAMAISTD AT FUeT” (Social Networking Sites) TRIT BIcil 33l
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